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Responding to
online safety incidents
An eSafety professional learning 
presentation for schools

If anything in this presentation causes distress, 
you are free to leave the room and follow up with 
the appropriate supervisor or support service.

Educate: Resource 2 - Presentation
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Setting the context

•	Who thinks online safety should be taught in 
schools? Why?/Why not?

•	Has anyone responded to an online safety incident 
at school in the last 12 months?

•	Who knows about the eSafety Commissioner’s  
reporting schemes?

Poll and discussion questions
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•	Do you think these issues are different 
in other schools?

Managing a
NEGATIVENEGATIVE experienceActionst aken to gett hrough then egative online experience

71%

24%

51%

What are some of 
our most common 
online safety issues 
in our school?
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Activity
•	Each group has a scenario card that explains an 

online safety incident. 

•	There are three prompt questions.

•	In groups, we’ll look at three questions about 
this scenario, and ways to respond.  

•	Groups will then present findings and share 
some tips and strategies.

Important note
Some of the scenarios may raise issues that should be discussed 
with a school leader, department/sector advisor or legal team. 
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Primary scenario 3
Ryder has repeatedly teased and harassed Hamid 
on a popular 13+ social media platform. Hamid’s 
parents come to school, asking what to do.  
Relevant eSafety Toolkit resources: 
 •  Prepare 5: Tips for responding to incidents that 

happen outside school hours •  Respond 1: Online incident assessment tool
 •  Respond 2: Quick reference guides to online 

safety incidents •  Respond 6: Tips for supporting students involved 
in an online incident •  Respond 7: Tips for parents/carers after an online 

safety incident

Primary scenario 2
On the way to the school bus, Jesse pushed Marko 
to the ground while threatening and verbally abusing 

him. A group of students were watching. One 
student recorded the incident on his phone and 
posted it to social media. Relevant eSafety Toolkit resources: 

 •  Respond 1: Tips for responding to incidents that 
happen outside school hours • Respond 1: Online incident assessment tool

 •  Respond 2: Quick reference guides to online 
safety incidents •  Respond 3: Guide to responding to serious online 

safety incidents •  Respond 6: Tips for supporting students involved 
in an online incident •  Respond 7: Tips for parents/carers after an online 

safety incident
 • Respond 9: Post-incident checklist

Primary scenario 4
You are informed that Seamus, a year 5 student, has 

been producing and uploading ‘how to play Roblox 
videos’ on a video sharing platform. In the videos, 
Seamus is in his school uniform and swearing. 
Seamus has quite a large following online, some 
who appear to be unknown to him. A parent, who 
has seen the videos, has raised concerns about 
privacy and inappropriate language.  Relevant eSafety Toolkit resources: 

 • Respond 1: Online incident assessment tool
 •  Respond 2: Quick reference guides to online 

safety incidents •  Prepare 5: Tips for responding to incidents that 
happen outside school hours •  Respond 7: Tips for parents/carers after an online 

safety incident

Primary scenarios

Primary scenario 1
Luca was using his phone on the bus home from 
school and invited those around him to look at 
some violent images. The parent of an upset child 
has sent you an email letting you know about 
the incident.
Relevant eSafety Toolkit resources: 
 •  Prepare 5: Tips for responding to incidents that 

happen outside school hours • Respond 1: Online incident assessment tool
 •  Respond 2: Quick reference guides to online 

safety incidents •  Respond 3: Guide to responding to serious online 
safety incidents •  Respond 6: Tips for supporting students involved 

in an online incident •  Respond 7: Tips for parents/carers after an online 
safety incident

 • Respond 9: Post-incident checklist

esafety.gov.au
A esafety.gov.au

Educate: Resource 2

Responding to online safety incidents  

an eSafety professional learning  

presentation for schools

eSafety Toolkit for Schools

Creating safer online environments

Disclaimer: This material is general in nature. It is made available on the understanding that the Commonwealth is not engaged in rendering professional advice. Before 

relying on the material in any matter, you should carefully evaluate its accuracy, currency, completeness and relevance for your purposes and should obtain any appropriate 

professional advice relevant to your particular circumstances. The Commonwealth does not guarantee, and accepts no legal liability whatsoever arising from or connected to, 

the accuracy, reliability, currency or completeness of any material contained in this resource or on any linked site. References to other organisations or websites are inserted 

for convenience and do not constitute endorsement.

This presentation is designed to help schools deliver online safety professional learning to staff. During the 

session staff work through potential scenarios and develop their own responses to online incidents. 

Suggested solutions have not been included as the approach to resolve the problem presented in each scenario 

will vary depending on context. In formulating a solution, consider whether a strengths-based approach would 

improve outcomes. This approach focuses on enhancing student capabilities and addressing deficits, rather than 

focusing solely on the incident at hand.



esafety.gov.au

What would you do first if 
faced with this scenario? 

•	Is the student at risk of harm and if so, who needs to 
be notified?

•	Have you consulted your school’s policies/procedures? 
Who in the school leadership team needs to be notified?

•	What’s the story behind the incident? 

•	Where is the content hosted? How widely available is it? 

•	What might you see immediately? 

•	What might be long-term consequences for that student?

•	Have the student’s vulnerabilities, needs, circumstances,  

Question 1: 

Things to consider:
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What would you do first if 
faced with this scenario? 

Responses to Question 1
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Discussion
•	Who agrees? 

•	Who would have done something different? 
Why?

Important note
The student/s affected may experience anxiety, anger or distress. 
It can be useful to involve a teacher or counsellor who the 
student feels comfortable with to make the disclosure process 
easier. Throughout the process remember to remain calm, 
reassuring and non-judgmental.
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How would you help 
resolve the issue?

Question 2: 

Things to consider:

Can content be removed?

Is the student part of  
the solution?

Do all students feel safe 
and supported?

What does our student 
wellbeing or acceptable 
behaviour policy say?
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How would you help 
to resolve the issue?

Responses to Question 2

Our group would… 
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Discussion

•	Who agrees? 

•	Who would have done something different 
and why?

•	How would this work in our school?

•	Ensure all students feel safe and supported. Focus on 
restoring relationships.

•	Follow student wellbeing or acceptable behaviour policies.

•	Address behaviours and provide education about acceptable 
use and respectful online behaviour.

•	Attempt to have content removed.

•	Remember that there can be a fluid relationship 
between the targeted person and the person accused 
of the negative behaviour. Sometimes students move 
from being the target to the instigator.

Things to consider:
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Understand and assess• Reassure students that they have done the right thing by reporting the incident.

• Consider the best interests of the student/s involved — this should guide a response.Manage the response• Manage the response internally in line with behaviour management wellbeing and online safety 

policies and procedures. • Encourage students to delete the material and/or report it to the social media service.

• Consider whether involving parents/carers would help to resolve the situation.Resolve the conflict• If a student/s knows strategies and can respond appropriately, only minimal teacher intervention may 

be needed beyond supporting students.
• Focus on restoring relationships and ensuring all students feel safe and supported.

• Address behaviours and provide education about acceptable use and respectful 

online behaviour.

Record and reflect• For younger students, let parents/carers know that there has been an issue and explain how the issue 

has been resolved, unless there a good reason not to involve parents/carers, for example because it 

causes further harm.• For older students, their level of maturity and autonomy should be considered, as well as whether it 

is appropriate to let them tell their parents/carers first.
• Record the incident, response and actions taken.

Monitor
• Monitor whether the behaviour has stopped.
• Regularly check that students feel safe and supported. Adjust plans if necessary.

eSafety’s Quick reference guide 
for responding to mild incidents
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Quick reference guide 

for responding to 

online safety incidents

eSafety Toolkit for Schools

Creating safer online environments

Disclaimer: This material is general in nature. It is made available on the understanding that the Commonwealth is not engaged in rendering professional advice. Before

relying on the material in any matter, you should carefully evaluate its accuracy, currency, completeness and relevance for your purposes and should obtain any appropriate

professional advice relevant to your particular circumstances. The Commonwealth does not guarantee, and accepts no legal liability whatsoever arising from or connected to,

the accuracy, reliability, currency or completeness of any material contained in this resource or on any linked site. References to other organisations or websites are inserted

for convenience and do not constitute endorsement.

This resource includes a series of quick reference guides for responding to online safety incidents. It can be used 

with the Online incident assessment tool. For further information or support, refer to eSafety's

Guide for responding to serious online safety incidents and Guide for responding to the sharing of explicit material,

or rreeffeerr  ttoo    eedduuccaattiioonn  ddeeppaarrttmmeenntt  oorr  sseeccttoorr  ppoolliicciieess  aanndd  pprroocceedduurreess..
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Who can report and what 
steps can they take?
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What can we learn from 
this incident?

Question 3: 

Things to consider:
•	What could I/we change to prevent something like this 

from happening again?

•	Is our record keeping adequate? 

•	Who was involved in the debrief?

•	Has the behaviour stopped?

•	Did we provide enough support?
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What can we learn 
from this incident?

Responses to Question 3

Our group would… 



esafety.gov.au

Discussion

•	Who agrees? 

•	Who would have done something different and why?

•	How would this work in our school?

Things to consider:
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Understand and assess• Reassure students that they have done the right thing by reporting the incident.

• Consider the best interests of the student/s involved — this should guide a response.Manage the response• Manage the response internally in line with behaviour management wellbeing and online safety 

policies and procedures. • Encourage students to delete the material and/or report it to the social media service.

• Consider whether involving parents/carers would help to resolve the situation.Resolve the conflict• If a student/s knows strategies and can respond appropriately, only minimal teacher intervention may 

be needed beyond supporting students.
• Focus on restoring relationships and ensuring all students feel safe and supported.

• Address behaviours and provide education about acceptable use and respectful 

online behaviour.

Record and reflect• For younger students, let parents/carers know that there has been an issue and explain how the issue 

has been resolved, unless there a good reason not to involve parents/carers, for example because it 

causes further harm.• For older students, their level of maturity and autonomy should be considered, as well as whether it 

is appropriate to let them tell their parents/carers first.
• Record the incident, response and actions taken.

Monitor
• Monitor whether the behaviour has stopped.
• Regularly check that students feel safe and supported. Adjust plans if necessary.

eSafety’s Quick reference guide 
for responding to mild incidents
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Quick reference guide 

for responding to 

online safety incidents

eSafety Toolkit for Schools

Creating safer online environments

Disclaimer: This material is general in nature. It is made available on the understanding that the Commonwealth is not engaged in rendering professional advice. Before

relying on the material in any matter, you should carefully evaluate its accuracy, currency, completeness and relevance for your purposes and should obtain any appropriate

professional advice relevant to your particular circumstances. The Commonwealth does not guarantee, and accepts no legal liability whatsoever arising from or connected to,

the accuracy, reliability, currency or completeness of any material contained in this resource or on any linked site. References to other organisations or websites are inserted

for convenience and do not constitute endorsement.

This resource includes a series of quick reference guides for responding to online safety incidents. It can be used 

with the Online incident assessment tool. For further information or support, refer to eSafety's

Guide for responding to serious online safety incidents and Guide for responding to the sharing of explicit material,

or rreeffeerr  ttoo    eedduuccaattiioonn  ddeeppaarrttmmeenntt  oorr  sseeccttoorr  ppoolliicciieess  aanndd  pprroocceedduurreess..
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Wrap up
•	What have you learnt today?

•	Do we need to change any of our processes or 
policies?

•	Do we need more training in this area?

Check out the eSafety website
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